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PHILIFINTECH INNOVATION OFFICE

NOTICE

The Commission hereby requests all interested parties to comment
on the attached draft proposal on the issuance of “The SEC
Guidelines on the Operations of Crypto-Assets Service
Providers (CASP Guidelines).”

Kindly address your comments to Atty. Paolo Montano M. Ong,
15" Floor, PhiliFintech Innovation Office (SEC), the SEC
Headquarters, 7907 Makati Avenue, Salcedo Village, Barangay Bel-
Air, Makati City, 1209, Metro Manila.

Y ou may also email your comments to fintech@sec.gov.ph not later
than 26 April 2025.

Issued on 11 April 2025.
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SUBJECT: THE SEC GUIDELINES ON THE OPERATIONS OF CRYPTO-
ASSETS SERVICE PROVIDERS (CASP GUIDELINES)

1. Applicability and Scope -

1.1 Any entity in the Philippines that offers Crypto-assets in the course of a business must
comply with the CASP Rules and these guidelines.

1.2 Nothing in these Guidelines shall be construed as amending the rules and regulations
adopted by other regulatory agencies (e.g. Bangko Sentral ng Pilipinas), in the exercise
of their jurisdiction over activities related to Crypto-assets.

2. CASP Registration — No CASP shall be registered unless it complies with the
following:

2.1  The applicant must be a corporation registered with the SEC.

2.1.1. The operation of a CASP must be included in the primary purpose of the
corporation, as indicated in its Articles of Incorporation.

2.1.2. The corporation must have a minimum paid-up capital of at least One
Hundred Million Pesos (P100,000,000.00).

2.2 The applicant shall submit CASP Form 1, together with the following certified
documents, to the Commission:

2.2.1. Listing and delisting standards for admission of Crypto-assets to trading, as
described in paragraph 5.3 of these guidelines;

2.2.2. Trading and disclosure rules;
2.2.3. Business conduct rules;

2.2.4. A continuing authorization for the Commission's duly authorized
representative to verify the applicant's bank accounts;

2.2.5. A written description of the software system or program which shall include
a flowchart showing a market transaction, and a diagram or matrix showing its
applications and functions;
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2.5

2.2.6. A written description of software and hardware components, as well as the
communication facility of the system, which shall include configuration, capacity,
interconnection with other CASP or other trading markets, and extent of
communication ability;

2.2.7. Description of the custodian or registrar of the Crypto-assets to be traded in
the system and the related systems to be used;

2.2.8. Copy of the Board Resolution approving and authorizing the company's
registration as a CASP;

2.2.9. Curriculum vitae of all the management and information technology
personnel in charge or directly responsible for the system;

2.2.10. Copy of any agreement executed or license granted pertaining to the
operation of the system and to the product/s proposed to be offered. The copy of all
other contracts, MOUs entered into with any party by the CASP, and any
amendment shall be submitted to the Commission for approval,

2.2.11. A risk disclosure matrix discussing the risk factors involved in the operation
of the platform, which includes the following:

2.2.11.1. Process of identification of risks;
2.2.11.2. Description of the risks involved;
2.2.11.3. Assessment and valuing of risks; and
2.2.11.4. Risk management.

2.2.12. A description of an independent risk control unit that will be responsible for
the design and implementation of the company's risk management system;

2.2.13. Business plan which shall include marketing strategies and financial plan for
the next twelve months or such longer period as the Commission may prescribe;

2.2.14. An undertaking that the board of directors and senior management shall be
actively involved in the risk control process and must regard the control as an
essential aspect of the business to which significant resources must be devoted; and

2.2.15. Proof of payment of filing fees.

The applicant shall show proof that the corporation is sufficiently capitalized and must
have sufficient financial resources to ensure that the business is resilient, including the
ability to meet all debts as they fall due, and adequate provision for any contingent and
foreseeable liabilities.

The applicant shall submit the procedure for the clearing/settlement of the trades
undertaken under the CASP, including an undertaking that all obligations arising from
such trading shall be met.

The Commission may impose other requirements and/or conditions for the registration
of the CASP, as may be deemed necessary to protect the investing public.
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3. Exemption from Registration -

The Commission, by an order, after an application for exemption from CASP
registration has been filed, may grant such exemption after determining that said order
is consistent with the public interest and the protection of investors.

4. Admission to Trading of Crypto-assets —

A CASP shall comply with Section 5 of the CASP Rules in offering a Crypto-asset in
the Philippines.

The CASP shall ensure that all available information from reputable or credible sources
pertaining to the product/s being traded in the system is provided to the investors.

CASPs must maintain and implement clear and objective listing and delisting standards
regarding Crypto-assets and must apply those standards when considering the
admission to trading, suspension, or delisting of Crypto-assets.

4.3.1. Listing rules must be disclosed to the SEC and accessible in a clear place on
the CASP’s main website.

4.3.2. Before admitting any Crypto-asset to trading, the CASP must assess the
suitability of the Crypto-asset for listing in accordance with the CASP’s listing and
operating rules, and the requirements of the CASP Rules and Guidelines. The
assessment must include as a minimum:

4.3.2.1. the technical security and reliability of the Crypto-asset;

4.3.2.2. any association of the Crypto-asset to illegal or fraudulent
activities;

4.3.2.3. the experience, track record, and reputation of the Crypto-
Asset issuer or any associated foundation or protocol; and

4.3.2.4. whether the Crypto-asset project was offered through a
fundraising activity or has the features of a Crypto-asset
security.

The SEC shall have the power to order the removal or suspension of a Crypto-asset in
a CASP, in the interest of investor protection.

Crypto-assets services may not involve Crypto-assets having features that are
prohibited as prescribed by the Commission including, but not limited to, those related
to gambling activities and obfuscation of identity and/or transactions.

Unless allowed by the Commission, CASPs should not conduct any offering, trading,
or dealing of derivatives involving Crypto-assets, as well as offer trading on leverage.

5. Operational Requirements - During the effectivity of the registration as a CASP,

the following requirements shall be complied with:



5.1 Business conduct - CASPs must at all times act honestly, fairly, and professionally in
accordance with the best interests of their clients and prospective clients.

5.2 Fair access — a CASP shall:

5.2.1. Establish written standards for granting or denying access to trading on its
platform, including its monitoring and recordkeeping;

5.2.2. Not unreasonably prohibit or limit any person in respect to access to services
offered by such CASP by applying the standards in an unfair or discriminatory
manner; and

5.2.3. Report the information required regarding grants, denials, and limitations of
access.

5.3 Capacity, integrity, and security of automated systems - With respect to systems that
support order entry, order routing, order execution, transaction reporting, and trade
comparison, the CASP shall:

5.3.1. Establish a local data center in order to make clear the jurisdictional and
regulatory control of the SEC over the CASP, its operations, and its personnel.
Should the CASP opt to outsource critical IT systems to service providers outside
the Philippines, it shall be subject to the following conditions:

5.3.1.1. Explain why the outsourced system is essential to their
operations and the reason why it cannot be done locally.

5.3.1.2. The CASP shall adopt additional measures to address risks
involved in the outsourcing arrangement.

5.3.1.3. The CASP shall be responsible for the performance of the
service in the same manner and to the same extent as if it
were directly performing the said activity.

5.3.2. Establish reasonable current and future capacity estimates;

5.3.3. Develop and implement reasonable procedures to review and keep current its
system development and testing methodology;

5.3.4. Review the vulnerability of its systems and data center computer operations
to internal and external threats, physical hazards, and natural disasters;

5.3.5. Establish adequate contingency, disaster recovery, and backup disaster
recovery plans;

5.3.6. On an annual basis, allow an independent review, in accordance with
established audit procedures and standards, of such CASP’s controls to ensure that
the requirements in this section are met. The report of which, including its
recommendations and conclusions, shall be reviewed and implemented by senior
management when appropriate.
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5.10

Risk Mitigation - CASPs must have appropriate risk management frameworks
(including people, processes, systems and controls) in place to manage and mitigate
such risks. CASPs must put in place sufficient measures to address cyber and system
resiliency. These measures should be reviewed at least annually and updated to help
ensure that they remain strong and robust. Such measures could include:

5.4.1. identifying the relevant operational and technological risks which the CASP
faces and requiring the CASP to adopt appropriate processes and procedures to
address such risks.

5.4.2. implementing operational and technology risk management framework and
conducting at least an annual independent audit from a reputable third party.

5.4.3. implementing frequent, rigorous code audits to mitigate cyber security risks.

Client Contact - CASPs must have an effective procedure allowing clients to get in
touch easily for support, which provides clients with a prompt response to any queries.
Clients must be able to contact the CASP by a suitable written digital communication
method.

Complaints handling - CASPs must maintain an effective and free-of-charge
complaints procedure and must make details of how to access this procedure readily
and easily available to clients. Clients must be notified about the complaints procedure
and CASPs must ensure that queries receive a prompt and fair response.

Market monitoring — CASPs must establish and maintain effective arrangements,
systems and procedures aimed at preventing, detecting, and taking action in respect of
market abuse, insider dealing, unlawful disclosure of inside information and market
manipulation, cyber risks, and other financial crimes.

5.7.1. CASPs should ensure that any systems allow them to effect timely
surveillance of transactions and orders and allow the CASP to take prompt action
following discovery of relevant practices, including where appropriate suspension
of trading. Conduct periodic capacity stress tests of critical systems to determine the
system's ability to process transactions in an accurate, timely, and efficient manner;

Limited offering - The CASP shall be limited to the activities described in its certificate
of registration unless a request for inclusion of changes thereto is filed to and approved
by the Commission.

Examinations, inspections, and investigations - The CASP shall permit the examination
and inspection of its premises, systems, and records, and cooperate with the
examination, inspection, or investigation of subscribers, whether such examination is
conducted by the Commission or by another regulatory agency.

Orderly wind-down - CASPs are required to have plans to ensure an orderly cessation
of their activities, whilst ensuring an appropriate level of protection for clients and
client assets. CASPs must provide details of wind-down plans to the SEC promptly on
request.



6. Segregation and Safeguarding of Customer Assets - All Crypto-assets that CASPs
hold in custody must be legally and operationally segregated from the CASP’s own assets in
accordance with applicable law and so that such assets are not available to other creditors of
the CASP in the event of insolvency.

6.1 A CASP which provides custody activities must implement robust measures and
safeguards to protect client Crypto-assets and any means of access to such Crypto-
assets and must take adequate steps to minimize the risk of loss of client assets.

6.2 CASPs that provide custody services must not use client Crypto-assets for their own
account and must put in place adequate measures to prevent such usage. Any Crypto-
assets held must always be legally unencumbered.

6.3 CASPs shall not engage in proprietary trading using customer funds unless with the
consent of the customer was previously acquired, and approved by the SEC.

7. Client Suitability -

7.1 CASPs shall establish procedures to ensure that their clients understand the risks
associated with investing in Crypto-assets and are financially able to satisfy any
obligation that may arise from purchasing the financial product. The CASP must
consider the following in its assessment:

7.1.1. Knowledge and experience in investing in Crypto-assets;

7.1.2. Investment objectives including, but not limited to, risk tolerance, time
horizon, and venues through which they can acquire Crypto-assets;

7.1.3. Financial circumstances including, but not limited to, their ability to bear
sudden and significant losses or the proportion of their net worth that is invested in
Crypto-assets; and

7.1.4. A determination of whether or not the amount and terms of the offered product
or service allow clients to meet their respective obligations with a low probability
of serious hardship, and that there is a reasonable prospect that the product or service
will provide value to its client.

7.2 Should the CASP find a person not suitable to participate in the offered products or
services, such person should not be allowed to use the platform.

8. Anti-Money Laundering and Countering Terrorism Financing - CASPs must
adhere to any legal requirements with respect to anti-money laundering and countering
terrorism financing requirements, as provided in the CASP Rules, SEC issuances, and other
relevant laws and regulations.

9. Cybersecurity - CASPs must ensure there are robust security policies, processes and
controls in place in accordance with best industry practice and international standards,
including:

e secure authentication and client identification methods;
¢ use of data encryption and secure transfer technology;
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e implementation of monitoring and alerting systems to detect risks, critical
issues, and incidents;

e maintenance logs of data access, particularly with respect to sensitive data;

e maintenance logs and audit trails in respect of critical events, including system
changes, access attempts, and configuration changes; and

e staff training.

CASPs must regularly audit, monitor, and update any security controls, both
periodically and following any material cybersecurity event, and must maintain records
of audits completed and actions required. CASPs must complete a periodic independent
assessment of cybersecurity at least annually, which must consider the security features
of all technical systems relevant to the CASP’s services, including wallets, user
applications, network and system security, and physical security factors.

10. Outsourcing -

CASPs shall not outsource any services or activities to third parties if this would
materially affect or impair:

10.1.1. the CASP’s exposure to operational risks;

10.1.2. the quality of the crypto-asset service provider’s internal controls; or
10.1.3. the ability of the SEC and other competent authorities to exercise their
statutory rights or to monitor, supervise or audit the crypto-asset service provider’s
compliance with all applicable laws or regulatory requirements.

CASPs remain responsible at all times for their regulated services and may not delegate
responsibility to third parties. CASPs are responsible for the activities, actions, and
omissions of any third-party outsourcing entity in respect of regulated services.

All outsourcing arrangements must be documented in written agreements and CASPs
must ensure that the CASP has the right to terminate such agreements on a reasonable
period of notice. CASPs must maintain a written policy on outsourcing, including an
assessment of outsourcing risks and their risk management strategy, including approach
to exiting outsourcing arrangements and taking into account the extent and type of
outsourcing and the services affected, as well as ensuring adequate protection for the
interests of clients of the CASP, protection of their personal data and management of
technical and operational risks.

CASPs must comply with all guidance and principles issued by the SEC and applicable
to material outsourcing arrangements. In particular, CASPs must ensure that, where a
CASP subcontracts any licensed activities, there is a written agreement in place
requiring that the third party must provide equivalent standards and be accountable to
the SEC, including providing any access to information or premises required for the
SEC to perform checks and audits.



10.5 CASPs shall adopt a sound risk management system to mitigate risks arising from
outsourcing (i.e. confidentiality of information, data privacy, data management,
contract management, security, performance monitoring and business continuity,
among others). The CASP shall be responsible for the performance of the service in the
same manner and to the same extent as if it were directly performing the relevant
activity.

11. Grounds for Suspension or Revocation -

11.1 The SEC may refuse, withdraw, terminate, suspend, or revoke the authorization of any
crypto-asset services in cases when the Crypto-assets Service Provider:

11.1.1. Fails to meet the requirements of the CASP Rules and Guidelines, or in the
exercise of the SEC’s sound discretion, is reasonably determined to be unable to
meet the requirements of the CASP Rules and Guidelines in the future;

11.1.2. Has not used its authorization within twelve (12) months from the date of its
grant;
11.1.3. Ceases to operate or to provide crypto-asset services;

11.1.4. Breaches any requirement of the CASP Rules or Guidelines, or whose
Certificate of Authority granted under the CASP Rules has been withdrawn, expired,
or revoked;

11.1.5. Fails to take action to remedy a breach of CASP Rules or Guidelines within
the timeframe required by the SEC;

11.1.6. Has violated any of the provisions of the CASP Rules, CASP Guidelines, or
any order of, or relevant laws or regulations issued by, the Commission; or

11.1.7. Has made any false or misleading representation of material facts in any
disclosure document, communication, reports, or any other document, or has
submitted an application for registration or authorization that is on its face
incomplete or inaccurate in any material respect, or includes any untrue statements
of a material fact required to be stated therein or necessary to make the statement
therein not misleading, or the information contained in the application for
registration or authorization, disclosure document, communication, reports, or any
other document submitted by the Crypto-assets service provider has become
misleading, incorrect, inaccurate, inadequate or incomplete in any material respect;

11.1.8. Has been or is engaged or is about to engage in fraudulent sale, marketing,
distribution or transaction of Crypto-assets;

11.1.9. Has committed any acts in violation of, or considered as violations in, or has
been a subject of any order, decision, or circumstance warranting the suspension or
revocation of authorization as provided by the SRC, the FCPA or other relevant laws
or regulations enforced by the SEC; or

11.1.10. Expressly terminates or renounces its authorization.

11.2 Notwithstanding the foregoing, nothing in these Rules shall be construed as limiting
the SEC's authority, and for purposes of investor protection, withdraw, terminate, or
suspend a CASP license and take any other appropriate action as the SEC may deem
fit.
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12. Suspension or Revocation of CASP License -

The Commission may require from the CASP such further information as may in its
judgment be necessary to enable the Commission to ascertain whether the registration
of such CASP should be revoked on any ground specified under the CASP Rules or
Guidelines. The Commission may also suspend the privilege to operate the CASP,
including the trading of Crypto-assets, pending further investigation, by issuing an
order specifying the grounds for such action.
Upon issuance of an order of suspension, the Commission within five (5) days shall
conduct a hearing. Thereafter, if the Commission determines that the registration
should be revoked, it shall issue an order revoking the same.
Pending the issuance of a final order, the suspension of a CASP shall be deemed
confidential, and shall not be published, unless it shall appear that the order of
suspension has been violated after notice. If, however, the Commission finds no basis
for such suspension, it shall forthwith issue an order lifting the order of suspension.
In the interest of the public and for the protection of investors, the Commission,
whenever it has reason to believe so, may direct a CASP to take such action as it
considers necessary to maintain or restore orderly trading in, or liquidation of, any
contract including but not limited to:

12.4.1. terminating or suspending trading on a CASP;

12.4.2. confining trading to the liquidation of contracts;

12.4.3. ordering the liquidation of all positions or part thereof or the reduction in

such positions;

12.4.4. limiting trading to a specific price range;

12.4.5. fixing or modifying trading days or hours;

12.4.6. fixing the settlement price at which contracts are to be liquidated;

12.4.7. requiring any person to act in a specified manner in relation to trading in the

CASP;

12.4.8. requiring additional margins for any contracts; and

12.4.9. modifying or suspending any of the business rules of the CASP.

13. Prohibited Acts — No person or entity shall engage in the following:

To act as a CASP without being duly authorized by the Commission.

To establish any office or place of business anywhere in the Philippines for the purpose
of engaging in Crypto-asset services unless registered with the Commission.

To represent himself falsely to be a subscriber, operator or provider of a CASP, or an
affiliate thereof in soliciting or handling any transaction, or to represent falsely in
connection with any transaction.

14. Fraud, Manipulation and Insider Trading -

No person shall engage in the prohibited acts and practices provided in Chapter VII of
the Securities Regulation Code and relevant provisions of the Implementing Rules and
Regulations of the said Code, in relation to the trading of Crypto-assets.



15. Reportorial Requirements and Record-Keeping -

15.1 A CASP shall maintain an operational report and make it available to the SEC for
examination, that as a minimum should contain the following:

15.1.1. Record of users:
15.1.1.1. Total Number
15.1.1.2. Active users
15.1.2. Daily trading summaries:
15.1.2.1. Number of trades
15.1.2.2. Number of Crypto-assets traded
15.1.2.3. Total settlement value
15.1.2.4. Time-sequenced records of order information:

15.1.2.5. Date and time (expressed in terms of hours, minutes, and
seconds) the order was received,

15.1.2.6. Crypto-asset identifier;

15.1.2.7. The number of Crypto-assets or contracts to which the order
applies;

15.1.2.8. The designation of the order as a buy or sell order;

15.1.2.9. If a sell order, the designation as a sell long or a sell short
order.

15.1.2.10. The designation of the order as a short sale order;

15.1.2.11. The designation of the order as a market order, limit order,
or other type of order;

15.1.2.12. The limit or stop price prescribed by the order;

15.1.2.13. The date on which the order expires and, if the time in
force is less than one (1) day, the time when the order
expires;

15.1.2.14. The time limit during which the order is in force;

15.1.2.15. Any instruction to modify or cancel the order;

15.1.2.16. The type of account, i.e., retail, wholesale, affiliate,
proprietary, or any other type of account designated by the
CASP, for which the order is submitted;

15.1.2.17. Date and time (expressed in terms of hours, minutes, and
seconds) that the order was executed;

15.1.2.18. Price at which the order was executed;

15.1.2.19. Size of the order executed (expressed in number of shares
or units or principal amount); and

15.1.2.20. Identity of the parties to the transaction.

15.2 On a monthly basis, CASPs shall as a minimum submit to the SEC the following
information:

15.2.1. their balance sheet and a list of all off-balance sheet items;
15.2.2. their statement of profit and loss;
15.2.3. their income statement;



15.2.4. their cashflow statements;
15.2.5. addresses of their Crypto-asset wallets;
15.2.6. a full list of entities in their group that actively invest their own, or the
group’s portfolio in Crypto-assets, and a complete record of all transactions,
including but not limited to loans or any transactions involving any Crypto-asset
activity for which the CASP is authorized, with all such persons or entities
identified; and
15.2.7. transactions with related parties.

15.3 On a quarterly basis, CASPs shall as a minimum submit to the SEC the following

information:

15.3.1. the minutes of all Board meetings and Board committee meetings;
15.3.2. a statement demonstrating compliance with any financial requirements
established by the SEC;
15.3.3. financial projections and strategic business plans; and
15.3.4. a risk exposure report prepared and submitted to the Board.

15.4 On an annual basis, CASPs shall as a minimum submit to the SEC the following

information:

15.4.1. audited annual financial statements, together with an opinion and an
attestation by an independent third-party auditor regarding the effectiveness of the
CASP’s internal control structure;
15.4.2. an assessment by Senior Management of the CASP’s compliance with such
applicable laws, regulations, rules and issuances during the fiscal year covered by
the financial statements;
15.4.3. certification of the financial statements by a member of the Board or a
Responsible Individual attesting to the truth and correctness of those statements;
15.4.4. a representative sample of all documentation relating to client onboarding,
including actual documentation of the first one hundred [100] clients onboarded of
the year;
15.4.5. descriptions of product offerings relating to their Crypto-asset activities; and
15.4.6. general information sheet.

15.5 A CASP shall preserve the following records for at least five (5) years:
15.5.1. All notices provided by such CASP to users generally, whether written or
communicated through automated means, including, but not limited to, notices
addressing hours of system operations, system malfunctions, changes to system
procedures, maintenance of hardware and software, instructions pertaining to access
to market and denials of, or limitations on, access to the CASP;
15.5.2. All documents relevant to the CASP decision to grant, deny, or limit access
to any person, and all other documents made or received by the CASP in the course
of complying with fair access; and
15.5.3. At least one copy of all documents made or received by the CASP in the
course of complying with system resilience standards, including all correspondence,
memoranda, papers, books, notices, accounts, reports, test scripts, test results, and
other similar records.



15.6 The SEC may require upon request to a CASP, information to be provided in addition
to those listed in this section.

16. Fees and Penalties -

16.1 Registration fee — All applications for registration shall be accompanied by an initial
filing fee of Fifty Thousand Pesos (P50,000.00) or such amount as the Commission
may determine.

16.2 Supervision fee — CASPs shall pay to the Commission, on a semestral basis on or before
the tenth (10™) day of the end of every semester of the calendar year, a supervision fee
based on the gross revenue of such CASP during the preceding year for the privilege
of doing business, during the preceding calendar year or any part thereof. It shall be
computed as follows:

First Two Billion Pesos o
(P2,000,000,000.00) of gross revenue 1/300 of 1%
For the next Two Billion Pesos o
(P2,000,000,000.00) of gross revenue 1/200 of 1%
Onwards 1/100 of 1%

16.3 Penalty for late or non-filing of reports — Ten Thousand pesos (P10,000.00) basic fine,
plus Five Hundred pesos (P500.00) per day of delay.

16.4 Penalty for any violation of this Guidelines —

First instance Fifty Thousand Pesos (P50,000.00) per
violation

Second instance One Hundred Thousand Pesos
(P100,000.00) per violation

Third instance and onwards Two Hundred Thousand Pesos
(P200,000.00)  per  violation, and
cancellation of registration

17. Separability Clause - If any portion or provision of these Guidelines is held
unconstitutional or invalid, all other provisions not thereby affected shall remain valid.

18. Repealing Clause - All other rules and regulations or parts thereof, inconsistent
with the foregoing rules and regulations, are repealed, amended, or modified accordingly.

19. Effectivity Clause - This Circular shall take effect within thirty (30) days after the
completion of its publication in two (2) newspapers of general circulation.

Makati City, Philippines, 2025.

For the Commission:

EMILIO B. AQUINO



Chairperson



